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Return on (IT-security)lnvestment
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Roles and Responsibilities

Role Example Responsibility

Harden networks, processes, supply chains in your
Secure

sector or firm Regulators &

Companies
Protect Adjust security measures in your sector or firm

Defend Search & actively disrupt adversaries The State
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EXHIBIT 1 | No Standard Benchmark of Cybersecurity Spending Exists

“Average” spending varies by almost
3000/0 depending on source

PwC Gartner Forrester

Average security spending as a percentage of IT spending according to three
different benchmarking sources

Sources: The Global State of Information Security Survey, PWC, March 10, 2017; IT Key Metrics Data 2017, Gartner, December 12, 2016; 2017 Tech
Budget Benchmarks, Forrester Research, March 28, 2017; BCG.

Note: Measuring security spending as a percentage of IT spending is a common metric because technology intensity is often a key driver of
security need. This is not to imply that security is solely an IT issue or that security spending is limited to the IT budget.
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CYBER CAPABILITY MATURITY OF A SECTOR

Dimension Practice Domain (PD)

of Operation
DoP]  aOGenizaton b Process  cPeople  dToos e.Complance

1. Key entites M % D J ML4 M %
Supervision M@ ML1 ML3 ML1 M%
3. ntra-sector ML MI% ML3 ML3 M%
& External -y ML1 ML3 M% M%

@0@ December 3, 2020 Banche e Sicurezza 2020 | L. Tabansky, Tel Aviv University 12 iCRC

ik Interdisciplinary
nnnnnnnnnnnnnnn




13

Banche e Sicurezza 2020 | L. Tabansky, Tel Aviv University

December 3, 2020



14

Banche e Sicurezza 2020 | L. Tabansky, Tel Aviv University

December 3, 2020



We now offer our Sectoral model

Make DEFENSE work
o000 O0O0

Each FIRM
spends LESS

SECTOR, not component
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