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Disclaimer

. The information contained within this presentation do not infringe
on any intellectual property nor does it contain tools or recipe that
could be in breach with known laws.

. The statistical data presented belongs to the Hackers Profiling
Project by UNICRI and ISECOM.

. Quoted trademarks belongs to registered owners.

. The views expressed are those of the author(s) and speaker(s) and
do not necessary reflect the views of UNICRI or others United
Nations agencies and institutes, nor the view of ENISA and its PSG
(Permanent Stakeholders Group), neither Security Brokers, its
Associates and Associated Companies, and Technical Partners.

. Contents of this presentation cannot be quoted or reproduced.
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Il relatore

President, Founder, The Security Brokers S ecu rity
Indipendent Special Senior Advisor on Cybercrime @ UNICRI ~ OBAL CYBER DEFENSE & SECURITY SERVICES
(United Nations Interregional Crime & Justice Research Institute)

Former PSG Member, ENISA (Permanent Stakeholders Group @ European (/2% “niefi
Union Network & Information Security Agency) \ 9 s atcn

\{\‘S 27 Interreggonal Crime and Justice
Founder, @ GLUSIT (Italian Information Security Association) R
Steering Committee, AIP/OPSI, Privacy & Security Observatory

Board of Directors, ISECOM

Board of Directors, OWASP Italian Chapter

Cultural Attache. Scientific Committee, APWG European Chapter C | usit
Board Member, AlIC (Italian Association of Critical Infrastructures) e il
Roster of Experts, ITU (International Telecommunication Union) e
Supporter at various security communities * *
x eénisa

- European Network
|S E( : ( ) M x and Information
4 ¥ Security Agency

The Open Web Application Security Project

Committed to Wiping Out
Internet Scams and Fraud

STOP | THINK | CONNECT
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Cybercrime: Modus Operandi (MO)

T

I S S E—"

ePerforming hacking ePerform ID-theft *eExecute e-crimes *Get the proceedings
*eDeveloping malware *Collect Personal Info ee—-banking *eSetup e-laundering network
*Building botnets *Collect financial info se—commerce *Channel illegal gains

Underground Economy

e trade stolen goods, stolen information, malware, tools, expertise, skills
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Evolving scenarios in the
counter-fraud Banking Environments
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Evoluzione del «perimetro»

* Nel mondo dell’'Information Security si chiama
«evoluzione del perimetro».

* E’ |la conseguenza dell’evoluzione tecnologica e
dell'impatto della c.d. «Digital Society» sul mondo
del business:

* BYOL (Bring Your Own Laptop)
* BYOD (Bring Your Own Device)
* Remote Working

* Remote Co-Working

* Social Networks

* Cloud

© 2014-2017 Raoul Chiesa, Security Brokers SCpA &
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L’anti-frode di nuova generazione

* Allo stesso modo, il mondo bancario ha dovuto rivedere i propri
approcci antifrode.
* 0Oggi e:
* (molto) raro che attackers violino i sistemi mainframe;

* (abbastanza) raro che avvengano violazioni aggirando i sistemi di
difesa perimetrale posti in essere (Firewall, xIDS, etc).

* E’ all’ordine del giorno che TTP (third-trusted party) vengano
violate a scapito dell’istituto bancario e finanziario, come ad

esempio i Card Processing Center (gli esempi sono purtroppo
decine e decine).

* E’ all’ordine del giorno che il cliente finale dell’istituzione
finanziaria venga violato (malware, trojan, key loggers, botnet,
etc)

* E’ all’ordine del giorno che dispositivi attended ed unattended,
quali POS e Totem di pagamento, vengano compromessi ed i
flussi di carte di credito/debito intercettat.

© 2014-2017 Raoul Chiesa, Security Brokers SCpA <+SB
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E-banking (botnet)

Bot ID: 59123a946d2d6ff7af589b1dcfo881e719161db4
Botnet: JUDY
Version: 58
OS Version: Seven x64,SP 1,Lang 1040,ProductType 3,Build 7601
Computer ID UTENTE-PC_05227AE9F7A667719588FBC19FEDF31A
GMT: +1:00
Time start system 00:00:22
Local time 17.03.2014 18:39:51
Report time:  17.03.2014 18:10:09
Country: IT
IPv4: 151 .XXX.XXX.XXX
Comment for bot: -
In the list of used: No
Process name: C:\Program Files (x86)\Internet ExplorenIEXPLORE.EXE
User of process: Utente-PC\Utente
Enviroment "C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE" SCODEF:1484 CREDAT:996370 /
prefetch:2
PID 2188
Level 3

Time process 17.03.2014 17:38:31

T 1040
Source: https://yo T blare.it/WEBHT/cc/movimentiConto.do

https://youwebcard. b B HT/cc/movimentiConto.do
Referer: https://youwebcard.bancopopolare.it/WEBHT/homepage.do
User input: 6481121029866388207861
POST data:

© 2014-2017 Racul Chiesa, Security Brokers SCpa &
Salone dei Pagamenti 2017, 24 Novembre 2017 — MILANO



ards, POS, NFC
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Cards, POS, NFC

O0O0O0O00O0000O0O000O0O0O00O0O0O00O0O0o0O00ooooooas=

Card number

Expire Couniry

116 B Us @
osn7 @ oT [}
s @ ot @
osns B Us
on7 @ ot [
12114 Ef§ GB |
0515 HH FR
oene BE US @
ons @ ot
117 &= B
1216 B8 Us @
317 @ ot
0217 B US ey
0115 @ OT &y
0217 B US
116 B Us a
1013 @ ot [}
oens @ ot [
0vie B Ca @
1219 @ ot ]
w4 @ ot
oz1s @ ot
0617 B FR A
020 @ oT
116 B8 Us @
osne B8 Us
os21 @ oT J
1017 @ ot
osns @ ot [}
osne B0 IT ]
0218 2 ES w
1217 @ or [}

Site
Amazon | WS4

Facebook E

Paypal
Paypal -
Facebook -
Ebay E
Ebay -
Amazon E
Paypal @
Facebook n
Amazon E
Paypal E
Ebay E
Ebay E
Ebay E
Amazon E
Facebook E
Facebook -
Amazon E
Facebook °'< o |
Paypal E
Paypal E
Amazon .E

Paypal E
Amazon E
Paypal ‘
Paypal E
Paypal E
Facebook E
Facebook n
Ebay -

Facebook E

Card Type
VIS4 DEEIT
VISA none

MASTERCARD DEEIT
MASTERCARD none
MASTERCARD none
VIS4 none
MASTERCARD CREDIT
VISA DEBIT
VISA DEBIT
MASTERCARD DEEIT

VISA DEBIT
VISA none
VISA DEBIT
VISA CREDIT
VISA DEBIT
VISA DEBIT
VISA CREDIT
MASTERCARD none
VIS4 none
DISCOVERY  CREDIT
VISA CREDIT
VISA DEBIT
AMEX

VISA DEBIT
VISA DEBIT

MASTERCARD none

VISA DEEIT
VISA DEEIT
VISA CREDIT

MASTERCARD none
MASTERCARD none
VISA CREDIT

Status
CLASSIC

none
PLATINUM
STANDARD
none

none
STANDARD
PLATINUM
CLASSIC
STANDARD
PLATINUM
none

none
PLATINUM
none

CLASSIC

Bank
FIRSTBANK PUERTO RICO

JPMORGAN CHASE BANK, N.4.
TINKOFF CREDIT SYSTEMS
CITIBANK SOUTH DAKOTA, N.4.
none

none

MASTERCARD FRANCE S.4 5.
BANK OF AMERICA, N.A.

ALPHA BANK

BANCO NACIONAL DE MEXICO, S.A.
BANK OF AMERICA, N.A.

none

WELLS FARGO BANK, N.4.

BANCO INTERAMERICANO DE FINANZAS, S AEM.A.

WELLS FARGO BANK, N.4.
FIRSTEANK PUERTO RICO

i g Date

72.50.84 .69 02.04.2014 17:18:03
117.208.175.43 02.04.2014 18:32:37
46.42.18.71 02.04.2014 18:56:56
2439157218 02.04.2014 19:07:52
92.108.76.166  02.04.2014 20:12:20
81.102.88.31 02.04.2014 21:54:12
89.90.10.156  02.04.2014 22:16:42
216.15.123.114 02.04.2014 22:17.07
7916721168 03.04.2014 00:13:38
201.141.176.172 03.04.2014 00:45:23
642069297  03.04.2014 00:59:.09
802441922  03.04.2014 01:16:02
201.170.244.126 03.04.2014 01:45:08
20062.153.210 03.04.2014 01:49:31
201.170.244.126 03.04.2014 01:56:36

7250875 03.04.2014 02:02:29

GOLD PREMIUM TARJETAS BANAMEX S.A. DE C.¥. SOFOM ENTIDAD REGULADA 187244 40.195 03.04.2014 02:03:47

STANDARD
none
PLATINUM
CLASSIC
ELECTRON

CHARGE CARD GOLD

CLASSIC
CLASSIC
BUSINESS
ELECTRON
CLASSIC
PLATINUM
none
STANDARD
PLATINUM

BANK LEUMI LE-ISRAEL BM
THE BANK OF NOVA SCOTIA
none

BANK CENTRAL ASI4

BEVA BANCOMER S.A.

BNP PARIBAS - AIR FRANCE
ASIA COMMERCIAL BANK
FIRSTBANK PUERTO RICO
JPMORGAN CHASE BANK, N.4.
ANDHRA BANK

ICICI BEANK LTD

CITIBANK, N.4.

none

BANCO SABADELL S.A.
CITIBANK (HONG KONG) LIMITED

93.173.160.236 03.04.2014 02:13:35
69.71.69.28
186.45.182.9
125.166.228.196 03.04.2014 05:11:29

03.04.2014 04:33:31
03.04.2014 05:01:08

187.205.244.159 03.04.2014 05:25:.08
80.14.51.204  03.04.2014 05:36:44
123.18.115.188 03.04.2014 06:27:38
72.50.85.69 03.04.2014 07:27:44
99.114.149.202 03.04.2014 08:07:51
117.207.251.7 03.04.2014 08:32:03
182.64.134.172 03.04.2014 09:27:22
115.118.167.111 03.04.2014 10:15:05
151.42.158.230 03.04.2014 14:13:31
80.31.18.111 03.04.2014 14:31:52

119.237.130.150 03.04.2014 16:44.04
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Cards, POS, NFC

Data
Leakage

S

Dice
Tanfip®ring |
. POS

—  Device
L Infection

Traffic
Analysis

M Alina

M BlackPOS
Dexter

M JackPOS

m Vskimmer

OFE LR

MONTANT :
0,00 EUR
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Cards, POS, NFC

“Kartoxa/BlackP0S” & Target Breach

Binary Analysis (March 2013) C&C Detection

memset (&u57, BXCCu, Bx386U); data:oon7122n aUu;Reeh_7ci_ru db ‘www/reed.7ci.rufreports/® .0 |
u88 = B: ’ ’ ’ data:00k71253 ; char abum_exe_2[]

G . e data:non71243 abum_exe 2 db ‘dum.exe’ .8 » DATA XK
sgg_?ozj90(&u8!, ApHultibytesStr); data:00k71248 ; char abutput_txt_1[]
vee = I data:0Oh7125B aOutput_txt_1  db ‘output.txt’,0 + DATA XA
ve6 = 83 data:00h71256 abDum_exe_3 db ‘dun.exe’ : DATA XR

buff_curr_pos = buffer; data:0On7125E ; char aDum_exe_a[

bufend = buffer + bytes_read gz . ARLT4DE db
u83 = strstr(lpHultiBytestr,|"KaPToXA"|; %db
if ( ves ) data:oMa71271 aDunchabberBun db
{ data:ooa71271

dun.exe’ , IRTA XRI
‘\suhst .exe* 0 (BPATA XRI
‘dunp grabber bu reeb4.§,0

IRTA XRI

while ( 1) data:00471287 alserDirectoryN db ‘user di ory name: °,0

{ data:00h71287

if ( buff_curr_pos >= bufend ) dataz00h71290 abeleteTheFileA db
break;

 DATA XRI
the file after reading

BlackPos

Admin Panel
— [ Files (684) ]

TARGET

© 2014-2017 Raoul Chiesa, Security Brokers SCpA
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Cards, POS, NFC

“Kartoxa”l ”BIaGI(I'IIS” Autnor

NOPAAOYHBLIA YENOBEK

ABTOP YNYYLUEHHOW BEPCHMM BMPYCA "KAPTOXA" NbITAETCH
YCTPOUTBLCSH HA PAGOTY B CAPATOBE

“Yes, | have written it, but for security testing ..."
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JackPOS, «primi giorni di vita»

South Carolina, Rock Hill (JackPOS) - IP 67.197.X.X1
. Infections: 1
| Compromisad Cards: 534

A

IntelCrawler

T

© 2014-2017 Raoul Chiesa, Security Brokers SCpA
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Cards, POS (Totem), NFC

20-08-14
18:48 Please touch the screen to select

(192.168.0.1, 192.168.10.17 ) - service mode - VNC Viewer (=3

eSS0

Tickets

Information

Deutsch English Italiano Francais Espaiol
| |
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Cards, POS (Totem), NFC

20-08-14

18:49

Please touch the screen to select

Suburban Buses

Airport Shuttle
No Stop Services

Tourist Services

20-08-14

18 50

Please pay

You have selected Payment

Printing...

Please collect your ticket
and your change.

Thank you...

Have a nice trip

© 2014-2017 Raoul Chiesa, Security Brokers SCpA
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Cards, POS (Totem), NFC

0 I ( 192.168.29.4, INEEEEE 0 ) - service mode - YNC Viewer 9(=0[c3]

=] MODULO - FATTURE - Versione [ = S |
Utilita

[MeElo
P N ry o1 me |

—— —
F-(Z Archivi
., - - I_
=l Utilita o =

il oo IR Concere IR0 Lot Cose

IMessaggi riportati per ogni tentativo fallito
I IntNix11 - Scontrino 14-08-140050 02 gia elaborato in precedenza
| |[movecr -vuoTo

[ © Crono N\ X ]
Scontr [c:hsm\fatturehscontr.dbf) Record: 1/3 Record Unlocked Processo <contrbol> in corso NUM |CAPS | 6:54:37 pm
- Py Bl = . e : 1854 |
= e = ) EE“ =3 W@ v S BRTE S 3 MG

© 2014-2017 Raoul Chiesa, Security Brokers SCpA @
Salone dei Pagamenti 2017, 24 Novembre 2017 — MILANO



Cards, POS (Totem), NFC

EDIZIONI ANSA Mediterraneo | Europa NuovaEuropa | Latina | Brasil | English | Realestate ‘

ANSA:Software&App

* ANSA, 29 settembre 2014 Py —

PRIMOPIANO - HI-TECH - INTERNET & SOCIAL - TELECOMUNICAZIONI - SOFTWARE & APP

L] L]
htt p . / / WWW a n S a It / S Ito / ANSAt - Tecnologia - Soltware & App - Parchoggi © biglietiorie, novo obiotiivo hacker
[ ] [ ] [ ]

Parcheggi e biglietterie, nuovo obiettivo

notizie/tecnologia/ hacker

Esperto, carte credito ora clonate da 'totem' casse automatiche

software_app/2014/09/29/ | ==
parcheggi-e-biglietterie-  J—
. . © Facebook
nuovo-obiettivo- O e
@ coogle+

hacker 8c6b810d- O

©0

4 4 A ;
" '

C 1 O e -4 5 b 7 - 9 fd O - 8 3 9 b I I 9 2 b @ Stampa Parcheggi e biglietterie, nuovo obiettivo hacker ﬁ%_%ij;liz

@ scriotoredazone Non solo bancomat, acquisti via Internet e transazioni di e-banking, nel

5 b O h t m I mirino degli hacker ci sono ora le casse automatiche, quelle che

[} comunemente usiamo per fare un biglietto del treno in stazione o per
pagare il parcheggio in citta. A lanciare I'allarme un team Usa-italiano di
esperti nel settore sicurezza.

"Stiamo seguendo da diversi mesi le tracce di svariati gruppi di
cybercriminali che si sono specializzati nelle frodi via Pos. Esistono da
anni ma quello che & cambiato & il modus operandi di questi gruppi

© 2014-2017 Raoul Chiesa, Security Brokers SCpA ' +SB
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Cash out

Extracted
Track 2
Data

1

—

Credit
Cards
Preparation

2

~N

ecurity B
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Cards, POS, NFC

La beffa dei pagamenti con il cellulare
all'avanguardia si, ma facili da hackerare

N

La fretta di introdurre i sistemi Nfc, che permettono di pagare
con lo smartphone nei negozi, ha aperto una falla di
sicurezza: i dati non vengono crittografati e quindi si
possono rubare. Ma non € un problema dell'Nfc,
garantiscono gli esperti. E in Italia siamo al sicuro, solo
perché ancora non sono attivi questi servizi.

http://www.repubblica.it/tecnologia/2012/08/07/news/
rischi_pagamenti_nfc-40330153/?ref=fbpr

By la Repubblica.it - Tecnologial 7 agosto 2012

© 2014-2017 Raoul Chiesa, Security Brokers SCpA

Salone dei Pagamenti 2017, 24 Novembre 2017 — MILANO



Cards, POS, NFC

L

19704720 12

IMONTANT :

R\ Hacking the NFC credit cards
> for fun and debit ;)

© 2014-2017 Raoul Chiesa, Security Brokers SCpA
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Cards, POS, NFC

nj (=) A o6& v 6 8 ¢ B«
Applications Places System [ |

X root@bt: ~/nfc_2

Mon Mar 11, 8:33PM &

PAN2: 5342
Expiration date 2: 2017/62

11a8ac4bb4a20892189248bd1974551dc
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Cards, POS, NFC

Vulnerabilities, Problems, Bugs & Misconfigurations

. SOFTWARE -HARDWARE
. Device Software (Reader & Writer) - - Sniffing (Pocket 4-5cm) via MITM Attack
Vulnerabilities (Mobile Phones)

. Management Software (Ul, Console & GUI) - Sniffing (DB Wifi) via MITM & Sticker + Chip to

— Core Vulnerabilities skim the data
. 3" Party Clients with influence on the live . Programmable NFC-Tags manipulation for
process of a NFC using box with direct Applications Communication

communication as exchange

. Programmable NFC-Chips with manipulated

. GiroGo Card of Sparkasse with last saved  configurations settings
15 trans action readable for attackers

- NFC Protocol — Misconfiguration(s) & Bugs

. Datasecurity breach by saving the last 15
transactions

. CVC3-Codes (Replay Attack Vector)

© 2014-2017 Raoul Chiesa, Security Brokers SCpA &
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$ ./readnfccc

Cardholder name

PAN: 4970 2586
Expiration date: 12/2013

07/04/2012 Payment
06/04/2012 Payment
05/04/2012 Withdrawal
05/04/2012 Payment
02/04/2012 Payment
30/03/2012 Payment
30/03/2012 Withdrawal
30/03/2012 Payment
26/03/2012 Payment
24/03/2012 Payment
23/03/2012 Payment
21/03/2012 Payment
20/03/2012 Payment
14/03/2012 Payment
14/03/2012 Payment
14/03/2012 Payment
11/03/2012 Payment
11/03/2012 Payment
11/03/2012 Withdrawal
11/03/2012 Payment

Cards, POS, NFC

24,50€
73,00€
60,00€
7,85€
6,95€
30,00€
60,00€
59,90€
70,00€
40,88€
108,07€
47,00€
9,40€
48,00€
18,35€
35,50€
21,00€
24,50€
90,00€

N 5 ol
NFCCreditCardTool

meoTIrMaETaEssa |\ R
49 /U 86
12/2013

07/04/2012 Paiement 24,50€
06/04/2012 Paiement 73,00€
05/04/2012 Retrait 60,00€
05/04/2012 Paiement 7,85€
02/04/2012 Paiement 6,95€
30/03/2012 Paiement 30,00€
30/03/2012 Retrait 60,00€
30/03/2012 Pailement 59,90€
26/03/2012 Paiement 70,00€
24/03/2012 Paiement 40,88€
23/03/2012 Paiement 108,07€
21/03/2012 Pailement 47,00€
20/03/2012 Paiement 9,40€
14/03/2012 Pailement 48,00€
14/03/2012 Paiement 18,35€
14/03/2012 Paiement 35,50€
11/03/2012 Paiement 21,00€
11/03/2012 Paiement 24,50€
11/03/2012 Retrait 90,00€
11/03/2012 Paiement 45,00€

g @ 22:.02




Mass-Carding

La limitazione all'importo pagabile mediante
NFC potrebbe causare una sottovalutazione

del problema.

In realta, proprio grazie alla spinta data dal
marketing e dalle promozioni per invogliare
I'utente a pagare con la carta NFC, si possono
disegnare scenari criminosi di «Mass-Carding»
e conseguente industrializzazione del cash-

out.

IN OMAGGIO |
1 CONFEZIONE |
DI CARAMELLE |

MENTA EUCALIPTOLO
D’altr’onde, basta leggere un libro come SE PAGHI CONTACTLESS )
«Kingpin» (Kevin Poulsen, Hoepli editore) per
rendersi conto di come i modelli «classici» di
cash-out si applicano perfettamente anche ai
«dump» di carte NFC-based, senza dover

compromettere il lettore NFC (POS, etc).
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Modello criminoso per il cash-out massivo

Attacker Target NFC

(setup di mini-PC con batteria a (Biglietterie automatiche
lunga durata e/o alimentazione NFC, POS NFC presenti in

diretta, celato nelle vicinanze dei luoghi ad alta
target NFC) frequentazione tipo

Autogrill, ChefExpress,
McDonald’s, librerie, etc)

Cash-out Exploitation

(utilizzo dei PAN e dati intestatari (collecting automatico e

carte per acquisti on-line di beni e ma.ssivo di.PAN da carte di
rivendita degli stessi i.e. E-bay; credito/debito NFC, anche se

NOTA: non serve il CVV) non utilizzate per il
pagamento dei servizi)
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Conclusioni
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Conclusioni

= || mondo bancario deve effettuare un forte cambio di visione,
ponendo I'attenzione verso nuove tipologie di servizi di
informazione, che si pongono a totale supporto dell’antifrode

«classica».
= || Cliente va difeso oltre il classico «perimetro» bancario.

* Mai come oggi & essenziale essere un passo avanti al

Cybercrime.
" | benefici per l'istituto bancario possono essere molteplici:
" |[mmagine

= Prevenzione frodi
= Non superamento del tetto coperto dall’insurance
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Reading room /1

Spam Nation, Brian Krebs, 2014
Kingpin: la storia della piu grande rapina digitale del secolo, Kevin Poulsen, Hoepli, 2013
Fatal System Error: the Hunt for the new Crime Lords who are bringing down the Internet, Joseph Menn, Public Affairs, 2010

Profiling Hackers: the Science of Criminal Profiling as applied to the world of hacking, Raoul Chiesa, Stefania Ducci, Silvio Ciappi,
CRC Press/Taylor & Francis Group, 2009

H.P.P. Questionnaires 2005-2010
Stealing the Network: How to Own a Continent, (an Identity), (a Shadow) (V.A.), Syngress Publishing, 2004, 2006, 2007
Stealing the Network: How to Own the Box, (V.A.), Syngress Publishing, 2003

Underground: Tales of Hacking, Madness and Obsession on the Electronic Frontier, Suelette Dreyfus, Random House Australia,
1997

The Cuckoo’s Egg: Tracking a Spy Through the Maze of Computer Espionage, Clifford Stoll, DoubleDay (1989), Pocket (2000)
Masters of Deception: the Gang that Ruled Cyberspace, Michelle Stalalla & Joshua Quinttner, Harpercollins, 1995

Kevin Poulsen, Serial Hacker, Jonathan Littman, Little & Brown, 1997

Takedown, John Markoff and Tsutomu Shimomura, Sperling & Kupfler, (Hyperion Books), 1996

The Fugitive Game: online with Kevin Mitnick, Jonathan Littman, Little & Brown, 1997

The Art of Deception, Kevin D. Mitnick & William L. Simon, Wiley, 2002

The Art of Intrusion, Kevin D. Mitnick & William L. Simon, Wiley, 2004

@ Large: the Strange Case of the World’s Biggest Internet Invasion, Charles Mann & David Freedman, Touchstone, 1998
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Reading room /2

The Estonia attack: Battling Botnets and online Mobs, Gadi Evron, 2008 (white paper)

Who is “n3td3v”?, by Hacker Factor Solutions, 2006 (white paper)

Mafiaboy: How I cracked the Internet and Why it’s still broken, Michael Calce with Craig Silverman, 2008
The Hacker Diaries: Confessions of Teenage Hackers, Dan Verton, McGraw-Hill Osborne Media, 2002
Cyberpunk: Outlaws and Hackers on the Computer Frontier, Katie Hafner, Simon & Schuster, 1995

Cyber Adversary Characterization: auditing the hacker mind, Tom Parker, Syngress, 2004

Inside the SPAM Cartel: trade secrets from the Dark Side, by Spammer X, Syngress, 2004

Hacker Cracker, Ejovu Nuwere with David Chanoff, Harper Collins, 2002

Compendio di criminologia, Ponti G., Raffaello Cortina, 1991

Criminalita da computer, Tiedemann K., in Trattato di criminologia, medicina criminologica e psichiatria forense,
vol.X, Il cambiamento delle forme di criminalita e devianza, Ferracuti F. (a cura di), Giuffre, 1988

United Nations Manual on the Prevention and Control of Computer-related Crime, in International Review of
Criminal Policy — Nos. 43 and 44

Criminal Profiling: dall’analisi della scena del delitto al profilo psicologico del criminale, Massimo Picozzi, Angelo
Zappala, McGraw Hill, 2001

Deductive Criminal Profiling: Comparing Applied Methodologies Between Inductive and Deductive Criminal
Profiling Techniques, Turvey B., Knowledge Solutions Library, January, 1998

Malicious Hackers: a framework for Analysis and Case Study, Laura J. Kleen, Captain, USAF, US Air Force Institute
of Technology

Criminal Profiling Research Site. Scientific Offender Profiling Resource in Switzerland. Criminology, Law,
Psychology, Taterpro
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Contacts, Q&A

* Need anything, got doubts, wanna ask me
something”?
* rc [at] security-brokers [dot] com

Thanks for your attention!

U ESTI O NS? I will use Google before asking dumb questions. 1 will use Google before
° asking dJumbke questions. 1T will use Google before asking Jumbk questions.

I will use Google before asking dumb questions. 1 will use Google before

asking dJuomlke questions. 1T will use Google before asking Jumbk questions.

www.mrborni.nl before asking dumb questions. 1T will use Google before

asking dJumbk questions. 1T will use Google before asking Jumbk questions.

I will use Google before asking dumb questions. 1 will use Google, Ence
asking dJumbe questions. 1T will use Google before asking Juombk qou

I will use Google before asking duomb questions. 1T will use Gooc
asking dJumlke questions. 1T will use Google before

I will use Google before asking duomb questions. 1T will use Googioe
asking dJumlke questions. T will use Google before asking Juomb —ges
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