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Top actions on objectives in Europe

Malware - Backdoors
Malware - Ransomware
Tool - Remote Access
Server Access

Business email compromise
Malware - Cryptominer
DDoS

Tool - Credential acquisition
Malware - Web Shell

Tool - Reconnaisance or...

Malware - Maldoc
Malware - Downloader
Malware - Bot
Malware - Loader
Malware - Worm

Spam Campaign

Email thread hijacking
Tool - Data Exfiltration
Malware - keylogger
Malware - Point of Sale
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Impact of key factors on the average total cost of a data breach

Artificial intelligence platform
DevSecOps approach
Formation of IR team

Extensive use of encryption
Employee training

Extensive tests of the IR plan
Business continuity

Insurance protection
Participation in threat sharing
Identity and access management
Security analytics

Evolving threat landscape

Europe was the second-most attacked
geography worldwide in 2022

of attacks in 2022 occurred in the
European region, up from 24% in 2021
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Protect digital assets, manage threats, Improve accuracy
and response time

Protect digital assets and identities Manage threats
« IBM Security Verify « IBM Security QRadar Suite
« IBM Security Guardium

Threat Hunting

« IBM Security Trusteer

Network Threat Analytics

Threat Detection Insights
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Evolution path

DETECTION

D INVESTIGATION

Feedback
to ML

Manual Analysis
mins

4%

Manually escalated

27%

Indeterminate

Auto-triage
<1 min
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11%

Automatically escalated

K+

Alert/day

73%

" Automated

23%

Manually closed

62%

Automatically closed
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REMEDIATION

Implement emergency change

1-4 hrs

15%

Escalated

35%

Closed
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