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Microsoft’s  Security Strategy
“comprehensive”



Key Cybersecurity Challenges

(with your credentials)

Fonte Microsoft



Kill chain attach 

MS Defender for Identity
On Premises

Identity protection

“Intrusion Detection for Active Directory”

Azure AD Identity Protection
Identity protection &

conditional access for SSO Applications

Conditional Access

User browses to a 

website

Opens 

attachment

Clicks on a URL 

+

Exploitation

& Installation

Command

& Control 

Account Compromise in 

cloud application or VPN

User account 

compromise & 

persistence

Attacker attempts 

lateral movement 

Privileged account 

compromised

Attacker collects 

reconnaissance and 

configuration data

MS Defender for Office 365
Malware detection, safe links, 

and safe attachments

Microsoft Defender for Endpoint
Endpoint Detection and Response (EDR) & End-point 

Protection (EPP)

MS Defender for Cloud Apps
Extends protection & conditional 

access to other cloud apps

Domain 

compromise & 

persistence

Attacker accesses 

sensitive data

Exfiltrate data

Unified Portal - XDR

Training/Certification Support for adoption Hands-on for SOC Technical workshop



Microsoft Information 
Protection

Azure Active 
Directory

Microsoft Endpoint 
Manager

Azure Sentinel and
Microsoft Defender XDR

Microsoft Cloud App 
Security

Microsoft Defender for 
Endpoint 

Azure 
Networking

Azure Security

Microsoft’s Zero Trust enabling technologies



RiskIQ Evolution and collaborative integrated model

Provide Attacker "Outside-In" View 
of Business Vulnerabilities and 

Risks

Digital Collection and Insight On 
Every Asset Exposed to The Internet

Automated and Continuous 
Discovery of Assets, Threats and 

Exposures

Actionable, Relevant Intelligence to 
Protect The Entire Business




