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The initiative

Bringing Operational Resilience forward in UniCredit

Key rationales

* Company resilience might be a strategic operational advantage in consideration
of increasing relevance of digital services (always-on) and of interconnections
among Fls and third-parties

 Striving for services without interruptions (within predefined tolerances) requires
the embedment of Operational Resilience in organizational culture

* UniCredit proactive reasoning on a risk-based approach for operational resilience

Can support the Business in improving resilience of important and well
recognized (by customers) services

Offers the possibility to harmonize, simplify and unleash synergies with
connected practices already in place, while anticipating future requlatory
requirements
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Building operational resilience

FCA Policy Statement in a nutshell

> Operational Resilience definition

> FCA proposed methodology in a nutshell



“Operational resilience (is) the ability of firms and FMIs and
the financial sector as a whole to prevent, adapt, respond to,
recover and learn from operational disruptions. [...]
Operational disruptions and the unavailability of IBS' have
the potential to cause wide-reaching harm to consumers
and market intedrity, threaten the viability of firms and
cause instability in the financial system.”

Financial Conduct Authority

(1) IBS: Important Business Service
Source: https://www.fca.org.uk/
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Building operational resilience

FCA Policy Statement in a nutshell
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Building operational resilience

FCA Policy Statement in a nutshell
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Building operational resilience

FCA Policy Statement in a nutshell
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Building operational resilience

FCA Policy Statement in a nutshell
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Building operational resilience

FCA Policy Statement in a nutshell

Synerdies unleashed
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Continuity and Resilience

Leverading on existing information

Business continuity .. 2g5 go Operational resilience ey 5 ¢cp
5 assets underlying 5 scenarios simulating an event of their total 5 resources to be mapped to better understand the CJ, identify
unavailability to identify the back-up plan weaknesses and enable firms to conduct scenario testing
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Continuity and Resilience

The Operational Resilience's vision and key distinctive features

> Traditional approach vs Operational resilience
> Introspective vs external E2E view

> Being aware of the gaps



Continuity and Resilience

Having a mature BCM process in place is crucial...

Having a mature BCM process in place is the first and
concrete step on the path to resilience, but we need to be
aware that BCM is not the panacea for all ills.
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Continuity and Resilience

The Operational Resilience's vision and key distinctive features

Scope &
Objective

View /

approach

Traditional
approach

Idiosyncratic: minimize
harm to the firm

Operational
Resilience

Systemic: minimize harm
on customers, financial
system & firm as well

Introspective on specific
processes and
underlying assets

External E2E view on the

Important Business Service, e

considering underlying
interdependences

Specific: test scenarios
based on total un-
availability of one asset
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Complex: test scenarios
with different grading of
severity and duration

Senior manadement

Operational resilience

! I I ! {

Business Operatio- ICT Corporate
Continuity, | -nal risk security Security

Operational Resilience as a key pillar of the
strategy of the Bank, becoming the
strategic partner for the business,
influencing the strategic direction of the
Group

Operational resilience assuming an
overarching pivot role, working in
proximity with other functions and
leveraging on their input

/.



Continuity and Resilience

The Operational Resilience's vision and key distinctive features
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Continuity and Resilience

Introspective vs external E2E view

Maturity level
A simplified representation of the process / service view

Process A
Process B
Process C
Process ...
Process ...
Process ...

Process Z
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Continuity and Resilience

Introspective vs external E2E view

Maturity level
A simplified representation of the process / service view

Process A
Process B
Proc%ess C
Process ...
Process ...
Process

Process Z :
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Continuity and Resilience

Introspective vs external E2E view

> Customer Journey

...by which we can understand customer needs

Process A

Qo t\ Process B

[ ) Process C

.

Process ... /'< )
/ Process ..
o

Process Z

‘\ Process ...
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Maturity level



Testing is the key success factor

How to successfully test for operational resilience

> Testing continuity and resilience
> Start testing for the customer (journey)

> Testing the ability to stay within impact tolerances
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Successful testing

Start testing for the customer (journey)

Wire transfer over the phone Security controls

Manual verification on the

account balance ; wire transfer

Report on processed

M li . t of wi : Confirmation code via
anuatnsert ot wire : SMS to confirm the
transfer : .
operation

Call center operator
receive the request

Customer ide'ntification

through an outsourced r
CRM platform J
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Successful testing

Testing continuity and resilience

Business continuity

Operational resilience

v/ Verify that business continuity solutions are working v/ Verify the ability to remain within impact tolerances
effectively (for each IBS)

v/ Tests are normally performed with a silos approach v/ Test are performed with a cross-functional approach
for a worst-case scenario, such as: total unavailability (following the customer journey) for a severe but
of IT (e.g., entire datacentre), total unavailability of plausible disruption to key resources of the considered
facilities, total unavailability of peoples, etc IBS

v/ Tests are (usually) planned and designed taking into v Test are planned and designed not taking likelihood
consideration likelihood of an event, or due to into consideration, because Operational Resilience
requlatory requirements assumes the event occurs (Black-swan concept)

v . v .

Both are contributing to improve organizational resilence J
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Testing is the key success factor

Testing the ability to stay within impact tolerances

q What it is not b What it is

([ L J [
“Testing the ability to stay within “Testing should instead focus on the response and recovery
impact tolerances should not focus actions firms would take to continue the delivery of an IBS,
only on preventing incidents from assuming a disruption has occurred.
occurring or the probf\bility of the In some circumstances taking the systems and therefore
incident taking place the business service off-line might be the safest and most

effective immediate response to the event

Firms should consider whether a partial resumption, or the
delivery of an alternative service, would mitigate impact
even if their tolerance is breached.”

Source: https://www.fca.org.uk/
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> Incidents happen... (black swan concepts)

> Operational Resilience is not replacing

existing risk management processes (e.g.,
Business Continuity, Operational Risk, etc).
It leverages on existing frameworks to
create (an understandable and concrete)
value for the Business, while minimizing
harm to our customers.

Need to move from a process to a service
approach, from an internal to an external
point of view

While being prepared to react to a
disaster through our ability to ensure the
continuity of critical processes, we need
to proactively focus on that specific
important services.

/.



Grazie!

Stephane Speich

Stephane.speich@unicredit.eu

32 UniCredit S.p.A. — Public



