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DNS ∩ Cybersecurity

15B
connected devices

94%
of attacks rely on DNS



The rise of Protective DNS (PDNS)

• Denying or obstructing 
attackers the use of 
domains can significantly 
reduce number of security 
incidents and improve 
early detection

• phishing / smishing
• malware hosting
• C&C communication

Hacked websites
(compromised)

Scam websites
(scamsites)

Botnets
(command & control)

Crypto-miner

Phishing

Malware
(ransomware)

Desktop computers Smartphones

Servers Laptops

Appliances Cars



DNS4EU project



DNS4EU
= safe, stable and private 
internet for Europe

Goal of ENISA
Strengthen the digital security and independence of the European Union.

Challenge
EU governmental institutions and citizens are not well protected with 
slow reaction on threats. Protections on DNS level are not located in EU.

Solution
Create an independent EU-based DNS protection with real-time reaction 
on threats with easy distribution to the citizens and institutions.
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Threat intelligence



Basic 
Pillars

Input
Threat intelligence data 
from dozens of Telco 
operators

Output
Protection
of millions of users
and organisations
(Bank’s clients)



Threat Intelligence lifecycle

False positive mitigation
Evaluating the detection and 
continuously optimizing the 
process to minimize occurrence 
of false positive detections

Early detection
Monitoring domain and 
certificate registration to catch 
the domain before it’s used

Intelligence sharing channels
Reports and feeds of observed 
malicious domains from consortium 
members and connected institutionsTraffic analysis

Monitoring for patterns in the 
traffic to detect unknown malicious 
domains, DGA and DNS tunneling



• DNS4EU provides central place to block 
DNS threats for millions of people

• Easy and automated connection

• Public & Private sector

Threat intelligence sharing
Sharing is caring!



Regional Threat Intelligence (MISP)
• Open-source Threat Intelligence and sharing platform
• Distributed servers which can create, consume or forward TI data about malicious domains, IPs and more

• Any CERT, CSIRT or commercial subject can run their own instance and/or connect to the DNS4EU 
instance

• Allow to enter many types of threats with context, tags, commentary and more



Regional Threat Intelligence (MISP)

Community Community Community

MISP Instance
Whalebone

MISP Instance
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MISP Instance
CERT PL

Whalebone org CertFin Org B

BPM Org A

UnicreditBank Org C

Event for another 
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Connected institutions, quick stats
• 4 CERTs already connected, others currently integrating
• 179,527 events total
• 597 remote organizations connected 

• 16 banks, one from italy
•



Threats,
IoCs

ISP
resolver

Telco
resolver

Government
resolver

CERT
Portugal

CERT
Czech republic

CERT
Poland

CERT
Romania

Regional 
Threat 
Intelligence

Banks

Ministry of social affairs

Parcel delivery service

Information Sharing
& Analysis Centre

Postal Service



Real-life examples



SMS
E-mail

Personal 
information

Credit 
card

Real-life example: Luxembourg
Fake Post Courier (post-client-lu.com)



Real-life example: Czech Republic
Fake Ministry of Social Affairs (npsv.online)

SMS

Login
to internet 
banking



EU-wide examples
Fake fines from the ministry of finance (clones)



Challenges



Challenge 1: Distribution
Already protecting millions of people in Europe (200+ connectivity providers)

DNS4EU for Telcos & ISPs

• Main distribution channel
• Millions of users covered
• Offered as added-value service

DNS4EU for Public

• Pure resolution
• Protected resolution
• (Protected resolution

with Adult filtering)
• (Protected resolution

with Ad-filtering)

DNS4EU for Governments

• Main distribution channel
• Hierarchical structure

with multi-tenancy
• (small villages VS ministry)



We just discovered malware 
attacking hospital systems.
Block these domains immediately.

National 
CERT

Local 
hospital

After 3 hours

Our Network Admin is on vacation 
but I passed your information to 
our external IT services provider.

• National CERTs are challenged by the problem of real-time reaction

• They discover the threat but blocking the threats in their subsidiaries is inefficient

• Global vendors fail in this area

Challenge 2: Real-time reaction



• There are 556 CSIRTs recorded by ENISA

• Some of them already joined (Italy, Luxembourg, 
Poland), the others are onboarding

• The replies are positive, integration is swift but 
the decision process takes a long time

Challenge 3: Onboard CSIRTs



2024 2025

DNS4EU 
post-project
continuation

Attracting
end-users

Telco and Gov 
deployments

Preparations 
and kick-offs

2026+

● Regional Threat 
Intelligence exchange 
setup 

● Legislation and Security 
requirements compliance 
achieved

● Onboarding organizations 
for a pilot 

● Technology, Security and 
standards compliance 
designs 

● EU Backend deployment
● Research extension
● Reaching out to new 

operators and 
governments

● Discoverability
● Attracting end-users
● Scaling the deployments as 

needed

● Sustainability and 
continuous service 
improvement 

2023

DNS4EU / High level timeline



Interested
in more details?

linkedin.com/showcase/dns4eu/

twitter.com/dns4eu

facebook.com/dns4eu

joindns4.eu



Adam Měrka
whalebone.io

adam.merka@whalebone.io

linkedin.com/in/adam.merka

Questions?
Thank you.


