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The rise of Protective DNS
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Denying or obstructing
attackers the use of
domains can significantly
reduce number of security
incidents and improve
early detection



DNS4EU project




DNS4EU

= safe, stable and private
internet for Europe

Strengthen the digital security and independence of the European Union.

EU governmental institutions and citizens are not well protected with
slow reaction on threats. Protections on DNS level are not located in EU.

Create an independent EU-based DNS protection with real-time reaction
on threats with easy distribution to the citizens and institutions.
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Threat intelligence
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(Bank’s clients)



Threat Intelligence lifecycle

Early detection

Monitoring domain and
certificate registration to catch
the domain before it’s used

Evaluating the detection and
continuously optimizing the
process to minimize occurrence
of false positive detections
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Intelligence sharing channels
Reports and feeds of observed
malicious domains from consortium
members and connected institutions

Monitoring for patterns in the
traffic to detect unknown malicious
domains, DGA and DNS tunneling



Threat intelligence sharing

e DNS4EU provides central place to block
DNS threats for millions of people

o Easy and automated connection

e Public & Private sector



Regional Threat Intelligence

e Open-source Threat Intelligence and sharing platform
o Distributed servers which can create, consume or forward Tl data about malicious domains, IPs and more

e Allow to enter many types of threats with context, tags, commentary and more

+ = Scopetogglev W Deleted 2Decayscore @ Context "g"Related Tags Y Filtering tool
() Date? Category Type Value Tags Galaxies Comment Correlate Related Events F
2023-09-07 Object name: domain-ip ¢ 3 185.68.16.147 domain
References: 120

(0J 2023-09-07 Network activity domain: 3108mp-sv-cz.online Phishing page Q
domain

() 2023-09-19  Network activity ip: 185.68.16.147 Resolving IP Q
Ip-dst

() 2023-09-07 Network activity domain: 31-08mpasv-cz.online Phishing page Q
domain

(] 2023-09-07  Network activity domain: 31-08-mp-sv-cz.online Phishing page Q
domain

() 2023-09-19  Network activity domain: 3108mp-a-svcz.online Phishing page Q

domain



Regional Threat Intelligence (MI5P)
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Connected institutions,

« 4 CERTs already connected, others currently integrating

e« 179,527 events total
e 597 remote organizations connected
e 16 banks, one from italy

([ ]
Name
CERTEE
CERT Fin
CERT-RO
DNS4EU
External-test
HUN-CERT
02 Czech republic
Telecom Liechtenstein

Whalebone

uuID
b18c9ace-982c-4648-ba3c-9792346ab7d3
4c18fe58-00dd-4229-9c0f-a20b397a8abb
5c35d621-4a34-4dd7-8a59-610f6c1971c2
7a6689d5-5231-4258-a7af-30367 14ac421
debeceb7-6464-465a-0726-e67222443b44
f2128a5f-e9d5-4b8a-a925-05916000f9c5
dif566ac-dd53-4a82-981f-6181e1ee23e2
f307a297-b1cd-4b44-adch-54b12c60a2ab

79626308-135a-4268-80c4-35d18dd4530D

Description

Directoratul National de Securitate Cibernetica (DNSC)

Institute for Computer Science and Control - Sztaki

Nationality Sector

&= Estonia CERT

i ) italy Private

| D Romania Government
e Czechia

= Hungary  Government
b Czechia  Telco

@ Liechtensteifielco

e Czechia

quick stats

Type

CERT Estonia
ISAC
CERT-RO

ADMIN

HUN-CERT

Telco
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Real-life examples




Real-life example: Luxembourg

SMS
E-mail




Real-life example: Czech Republic
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~ Challenges




Challenge 1: Distribution

INS4EU
I
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DNS4EU for Telcos & ISPs

Main distribution channel
Millions of users covered
Offered as added-value service

&)

DNS4EU for Public

e Pure resolution

e Protected resolution

e (Protected resolution
with Adult filtering)

e (Protected resolution
with Ad-filtering)

=
nin

DNS4EU for Governments

e Main distribution channel

o Hierarchical structure
with multi-tenancy

e (small villages VS ministry)



Challenge 2: Real-time reaction

« National CERTs are challenged by the problem of real-time reaction
e They discover the threat but blocking the threats in their subsidiaries is inefficient

e Global vendors fail in this area

We just discovered malware Our Network Admin is on vacation

attacking hospital systems. but | passed your information to

Block these domains immediately. — - our external IT services provider.
National Local &
CERT hospital

=110




Challenge 3: Onboard CSIRTs

e There are 556 CSIRTs recorded by ENISA

e Some of them already joined (ltaly, Luxembourg,
L Poland), the others are onboarding

e The replies are positive, integration is swift but
the decision process takes a long time



DNS4EU / High level timeline

2023 2024 2025 2026+

Preparations Telco and Gov Attracting SR

and kick-offs deployments end-users

post-project
continuation

e Technology, Security and e Regional Threat o Discoverability o Sustainability and
standards compliance Intelligence exchange o Attracting end-users continuous service
designs setup e Scaling the deployments as improvement

o EU Backend deployment e Legislation and Security needed

e Research extension requirements compliance

e Reaching out to new achieved
operators and e Onboarding organizations

governments for a pilot
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Interested
in more details?

joindns4.eu

linkedin.com/showcase/dns4eu/

twitter.com/dns4eu

facebook.com/dns4eu



Questions?
Thank you.

Adam Meérka

whalebone.io

adam.merka@whalebone.io

linkedin.com/in/adam.merka



