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Biometric technologies:
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Biometric technologies
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Recognition error rate

MiCo Milano Congressi

The "myth” of infallibility

% Unauthorized users
missclassified as
authorized ones
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Override

feature extractor Modify template

Intercept the channel

Synthesized Override

E Override final
old data feature vector matcher

decision (yes/no)
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International fingerprint liveness
detection competition (6t ed.)

iviet

In Action

http://livdet.diee.unica.it
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Average Detection Rate Standard Deviation
m LivDet 2011 73,60 0,83
m LivDet 2015 85,90 1,91
m LivDet 2017 91,35 3,20
m LivDet 2019 90,92 6,81

W LivDet 2011 mLivDet 2015 mLivDet 2017 m LivDet 2019
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Presentation attacks for recognition
evasion or impersonation
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To be continued...

The technology around many traits reached a good degree of
maturity especially for the fingerprint verification technology

» Strong protection infrastructure against fraudulent attempts
* Biometric technologies exposed to presentation attacks

* Promising expectations from the biometric market

* More biometrics in our future
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