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Operational Resilience is the ability to prevent harm to all relevant
stakeholders through an holistic approach
Operational Resilience is the ability of a bank to identify and protect itself from threats and potential failures, respond and adapt to, as
well as recover and learn from disruptive events in order to minimise their impact on the delivery of critical operations through
disruption*.
Principles for operational resilience, Basel Committee on Banking Supervision, March 2021

The main objective is the mitigation and control of the impact of disruptive events to critical operations,
ensuring customers protection and firm safety and soundness and preserving system stability.
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This requires a holistic approach to Operational Resilience including

• the integration of a bank-wide view on critical operations i.e. the alignment of all
control and management functions to the continuation of the critical operations, their
operational resources (people, IT, data & information, services and property),
vulnerabilities and threats
• a holistic identification of all relevant stakeholders, their dependency on the
bank's operations and the maximum acceptable level disruption
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Operational Resilience should not be considered an exercise in compliance but rather the result of good business and risk management
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The necessary fields of action affects many areas of bank management
and require an integration of the existing management frameworks
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Top management is
responsible for the
Operational Resilience
strategy, ensuring
appropriate resource
planning and promoting
an Operational
Resilience culture with
clear communication to
all relevant parties
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Resilience should be
prioritized when
disruptions occur
within operations
deemed critical and
their related activities,
processes, services
and supporting assets
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Firms should map
relevant assets to
critical operations and
interconnections,
provide an evaluation
of threats,
vulnerabilities,
impacts of possible
disruptions and the
overarching controls
environment
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Tolerance for
disruptions should be
set for each critical
operation, according to
the bank’s risk appetite
and to the level of
disruption from any
type of operational risk
a bank is willing to
accept given a range of
severe but plausible
scenarios
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The ability of the firm
to deliver critical
operations through
disruption needs to be
tested under a range
of severe but
plausible scenarios
that incorporate
disruptive events and
incidents
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Clear recovery
strategies should be
identified to limit the
disruption and
restore critical
operations in line with
the firm’s tolerance for
disruption
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7 HARMONIZATION
Appropriate coordination among Operational Risk Management, Business Continuity Planning, Third-Party Risk management, Recovery and Resolution Planning and other
relevant risk management frameworks is necessary to delivering a consistent and effective approach to operational resilience.
(*) Critical operations are defined as activities, processes, services and their relevant supporting assets the disruption of which would be material to the continued operation of
the bank or its role in the financial system. These correspond to the "important business services" of BoE, PRA and FCA.
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An overarching operational resilience framework requires an integrated
approach that implements Operational Resilience across all lines of defences
3rd Line - Assurance
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While the business units as the 1st line of defense are responsible for the implementation and maintenance of the bank’s
Operational Resilience framework, the 2nd line of defense needs to exercise proper challenge and oversight of the Operational
Resilience strategy and of the outcomes of the framework
© 2021 KPMG Advisory S.p.A. è una società per azioni di diritto italiano e fa parte del network KPMG di entità indipendenti affiliate a KPMG International Limited, società di diritto inglese. Tutti i
diritti riservati.

4

Being responsible for managing the firm-wide exposure to risks, the CRO
plays a key role in the design & implementation of Operational Resilience
The Chief Risk Officer, responsible for the oversight of the proper use of risk management tools by the business, acts
ensuring an harmonization across risk management frameworks for an effective management of operational resilience
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Pillars

•

Independent review and challenge of the
Operational Resilience strategy

Governance

•

Feed Operational Resilience data & analysis
leveraging harmonized and coordinated risk
management frameworks

•

Report on consolidate view of risk
management data & analysis managed and
performed to strengthen Operational
Resilience
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Operational Resilience related main responsibilities
▪

Challenge on Operational Resilience strategy and policy

▪

Review & challenge the resilience risk assessment for critical operations, leveraging and
coordinating the existing risk management frameworks

▪

Development of tools and methodologies to identify and assess interdependencies
among assets and resources mapped to critical operations

▪

Monitoring the effectiveness of the internal control environment on critical operations

▪

Development and guidance on tools and methodologies for scenario analysis

▪

Facilitate scenarios analysis workshops and challenge the tolerances for disruption set

▪

Challenge the overall results of the scenario analyses

▪

Develop a system of indicators and qualitative tolerance statements measured against
risk and control indicators related into the assets mapped to critical operations

▪

Challenge proposed
implementation status

remediation

actions

and

independently
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their

The existing risk management frameworks need to be harmonized and
aligned with the aim of continuing critical operations
• Guidance and facilitation of operational resilience scenario analyses

Operational
• Review, challenge and independent monitoring of tolerance for disruption levels
Risk
Management • Develop and apply operational resilience lens to RCSA

• Develop consolidate view of risks and interconnections across each critical operation

Recovery &
Resolution
Planning

• Providing input for the critical operations prioritization
• Contribution for creation of operational resilience strategies
• Imposing requirements on a comprehensive crisis management framework

Catalogue of
critical
operations
and resources

• Providing inputs for tolerances for disruption setting

Risk
Management
Frameworks

Business
• Providing inputs for critical operations prioritization and resource mapping
Continuity
Management • Contribution for stress scenarios identification and testing
• Contribution for identification of the operational resilience strategies

•
•
Third Party
Risk
•
Management •

ICT & Cyber
Security

ESG Risk

•
•
•
•

Identification of third parties and outsourcing/offshoring mapped to critical operations
Operational resilience impact assessment
Defining and monitoring controls and metrics addressing resilience
Ensure that critical providers adhere to the bank’s operational resilience principles

Tolerance for
disruption
Monitoring metrics

Scenarios
Reporting

Identification of IT assets mapped to critical operations
Operational resilience impact assessment
Defining and monitoring controls and metrics addressing resilience
Operational resilience lens applied to review of IT/Cyber incidents and breaches

Recovery
strategies

• Integrated service management (i.e. services, products, service owners)
• Development of common control frameworks (i.e. common metrics, reciprocal leverage
on outcomes of the frameworks)
• Leveraging on integrated Data and Tooling to assess and report ESG risks and OpRes
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Key takeaways
1
2
3

Operational resilience is already an area of focus for Regulators: the journey has begun and
expectations are unfolding
Tackling Operational Resilience is not just a technical challenge, it’s a matter of strategy and
harmonized governance and approaches across many different areas (currently managed within
“silos”)
Operational resilience is an outcome that benefits from the effective management of operational risk:
thus, within this interconnected framework, the Risk Function (specifically the ORM Function ?)
should play a pivotal role from the very beginning of the journey

According to KPMG international experiences, larger organization has already
started dedicated initiatives about Operational Resilience….

It’s time to move
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