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Framework tor Threat Detection and Incident Response
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1 — Leverage Automation, Al and ML to provide immediate
understanding ot what's going on

Risk Scoring Alert

» Collect and prioritize alerts

Top Open Alerts for Today Risk Score All Open Alerts

IBM Security

Alert Id: 98321585

Vendor: CARBONBLACK

Event Name: "Process mshta.exe was...

Risk Score: 0.07

Priority: Low

Alert Id: 104070265

Vendor: QRADAR

Event Name: Unknown Detection Su...

Risk Score: 0.37

Priority: Medium

Alert Id: 95826705

Vendor: CROWDSTRIKE

Event Name: Indicator of Attack

Risk Score: 0.1

Priority: Low

Alert Id: 107194239

Vendor: QRADAR

Event Name: SEV3_IBM_TechnicalAtt...

Risk Score: 0.54

Priority: Medium

Alert Id: 99529574

Vendor: QRADAR

Event Name: CIO_SA: CrowdStrike De...

Risk Score: 0.07

Priority: Low

Alert Id: 105419673

Vendor: QRADAR

Event Name: SEV2_IBM_TechnicalAtt...

Risk Score: 0.24

Priority: Low

Alert Id: 99749195

Vendor: QRADAR

Event Name: CIO_SA: CrowdStrike De...

Risk Score: 0.29

Priority: Low

Alert Id: 91826802

Vendor: CARBONBLACK

Event Name: driverupdate.exe on the ...

Risk Score: 0.31

Priority: Low




1 — Leverage Automation, Al and ML to provide immediate
understanding ot what's going on

QRadar ID 16, Log4J Evasion Pattern Detected in Network Traffic containing Web.Web - 192.168.56.101

» Collect and prioritize alerts

Overview Threat Timeline Attack Graph Details Tasks Breach Notes Members News Feed Attachments Stats Timeline Artifacts

Emai (QRadar Offense Details

° A gg re gat e a le rt S f rO m Case details Artifacts Playbook status
m U I.ti p I.e SO U rces e 4 1P 192.168.56.101

1 events in 2 categories: Logd] Evasion Pattern Detected in Network Traffic containing Web.Web 2 hits

) 4 1P 457155.205.233
Dwner Last modified

Tier 1 Analysts 14 March 2022 16:30:08 1 hit

Sevenly Date created

* Enrich with telemetry, asset
information and Threat . o

Related cases

Intelligence e - T

Threat timeline

Running Error Completed [ Suspended Canceled
Artifacts investigated MITRE tactics Findings Assets involved

2 4 7 5 QRadar ID 18, UBA : Potgntially Compromised Endpoint
containing CMD Spawned pn Host - fadams

10:
®

. Tasks list
MITRE ATT&CK Tactics 1 match

Logdj Zero-Day Vulnergpility Complete Unassigned
[0 Exscution SUIRTUELE A\ Initial Access 1/3 1

Confidence
High € Medium W Low

‘ Initial Triage
017 , Potential LogdShell Evasion detected preceded )

by Potential Log4Shell Base Pattern detected containing HTT...

10: 2149

Investigate Network Threats
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1 — Leverage Automation, Al and ML to provide immediate
understanding ot what's going on

° CO l [eCt al d p [Or] t 1ZE a le FTS QRadar ID 16, Log4J Evasion Pattern Detected in Network Traffic containing Web.Web - 192.168.56.101 il

Overview Threat Timeline Attack Graph Details Tasks Breach Notes Members News Feed Attachments Sta

« Aggregate alerts from

Click a node to filter on the incident timeline

multiple sources ;

45.155.205.233
192.168.56.101 45.155.205.233 45.155.202.233 205.178.33.4

Initial Access 1P

* Enrich with telemetry, asset

Mar 14, 2022 02:47:03 PM
IP

information and Threat —
Intelligence

Exploit Public-Facing...

P
Mar 14, 2022 02:47:03 PM JBdELEn162

I 45.155.202.233

Initial Access

e Build threat timeline and

Mar 14, 2022 02:47:25 PM

=
i
G
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{ Tt
=
=
=
=
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MITRE ATT&CK
g ra :) q S l Reconn Resourc  Initiat Exacut Pessiste Privileg  Dealepss Credent  Discove  Lateral Collect) Comma  Exfiltrat Impact
BISSANC E Atcess on e e Evasion lal 1y Movems: on ne And 0N

DISCOVEW e Develop Escalaty Access nt Controt

Account Discovery (T1087) - = i
Phishin User Remote Window Data Transfer
Mar 14, 2022 02:47:25 PM [ Executi System {ron Datato

Spearph | on; Discove Remote Cloud Cloud

: ishing Maliciou ry Manage Storage Account
Link s Link {T1018) | ment Object {T1537)
(T1566. (11204, (T1021. (T1530}

Initial Access 002) 001) 006}

Propagation

 Map on MITRE Framework

External Remote Services... User Ramote

Mar 14, 2022 02:47:25 PM e eIV
on;

Maliciou
s File
(11204,

002)

Initial infection

Discovery
Account Discovery (T1087)
Mar 14, 2022 02:47:25 PM
Newsfeed

Propagation
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1 — Leverage Automation, Al and ML to provide immediate
understanding of what's going on Joro Effort

» Collect and prioritize alerts

« Aggregate alerts rrom
multiple sources

Recommendations

Click Add to case to create a task in the case. Click Dismiss to mark response as dismissed.

* Enrich with telemetry, asset | ,
Add file hashes to your deny list
I n fO r m at I O n a n d T h re at Add the following file hashes to your deny list: O MD5 7e37ab34ecdcc3e77e24522ddid48... O SHA-256 02ef73bd24538627ed7b397ec26ee?...

:[ n ‘t e l l I ge n C e Reason: A threat intelligence report indicates file ransom.exe is malicious and was found on © Domain  user-workstation.example.com

The host has an associated finding.

 Build threat timeline and
gra :) ’1 S Block URL

Block the following URL: © URL htips://findoutcredit.com

° M a p O n M :[T R E I: ra m e W O r k Reason: A threat intelligence report indicates that this URL is malicious and was accessed by an internal host O IF  user-workstation.example.com

The host has an associated finding.

* Suggest tactical
recommendations
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2 — Orchestrate tech & business activities to resolve incident

* Dynamic workflows guide technical and
business users

 Provide clear instructions and deadlines

e Enable team collaboration

» Support turther analysis, threat hunting an

collectio

N of forensic data

* Introduce automation whenever possible

Homepage [/ Cases [/ Prestige Ransomware Targeting Transportation Industry

12% Complete
Initial
Do
Engage

Wl

©

Notify internal management chain (preliminary)

E] Identify ransomware variant

Detect/Analyze

O Ifl Analyze malware-infected systems

Review the output and status of anti-
software

Disconnect or isolate malware-infect

Research AV vendor databases

Owner: 0 selected

manager

manager
manager

manager

Instructions

Look for attributes of the malware. Ideally you should
leverage a purpose-built forensic workstation to perform
this analysis (for example, http://computer-
forensics.sans.org/community/downloads). Determine
the type of malware, how it is being transported, how it
infects the system, and so on. Look for specific attributes
that can be used to identify, contain and eradicate it. Try
to determine a vector common to all systems
experiencing anomalous behavior or having been
rendered unavailable, from which a malicious payload
could have been delivered. Examples include centralized
enterprise applications, centralized file shares (for which
the identified systems were mapped or had access),
privileged user account common to the identified
systems, network segment or boundary, or a common
DNS server for name resolution. It is important not to
trust software and utilities on the infected system as

Analyze network traffic for malware activit Unassigned ~
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@ 11/07/2022 12:45

© 12/09/2022 00:00

@ No due date

® No due date

® No due date

® No due date

® No due date

® No due date

@ No due date

Status: Active

ID

Phase
Severity

Date Created
Date Occurred

Date
Discovered

Date
Determined

Was personal
information or
personal data
involved?

Incident Type

People
Created By

Owner

Members

2311
Engage
Low

11/07/2022 11:45

11/07/2022 11:45
11/07/2022 11:45

Unknown

Malware

Ransomware

& cpdsadmin

& cpdsadmin

Related Incidents

No related cases.

Attachments

There are no attachments.

Newsfeed

manager changed status to Active on the task Notify
internal management chain (preliminary)

Uity

ishing attack is vary bad

w
Phishing attack is very bad
xnline

St i her

w
attachment 15 ing
r__", aitach eml Fle ; X (P - Sather URL threat intal “Email.”

¥ b

a1 BITEEET o for r'""; 1 danise 5 & member, sel

tian gudasncs... 1 = 5 A e

Fublizh playbook

» Trace everything and collect evidences
* Monitor progression ot incident resolution
« Simulation scenarios to test effectiveness o

rocedures and preparation ot personnel

* Long-term improvement ot security policies

and posture



— Inject activities dictated by regulations (ie: data privacy)

Homep / ;[ Credential Crack and 2 o Custaomer DB Actions

timeframes for incident/ breach
notif

Task Name Due Date Actions D 594
C a | O n Instructions

Phase Respond
Respond

LD W'

» Instructions, impact/risk s

Respond - (Data Breach - General) .
p ( _ Date Occurred —

Document Breach (GOPR]  documented.

templates, deadlines, ...

Notify Supervisory Authorit " Remedialactions cont © 05/12, 6.5 : Lost documents / fles / recards

Rascanind far tha dacician talban fa @ ek

[ ‘ . | I I 1: f | I I Motify Supervisory Authorit s . B @ 05/12/2023 16:53 o invalved?
O V e r r e q u | r e e n S r O ffects { fthe breach; Incident Type Credential Crack
p g . Notify Supervisory Authority (France) Unassigned ~ @ 05/12/2023 16:53 ) People
. C d By ge
| I I | I I - s R Y AN G A =] Owne & manager
S a e 1: | e Motify Supervisory Authority (Ireland) S0 £ @ 05/12/2023 16:5. b et =

Members There are no members.

; ] Notify Supervisory Authority (Luxembourg) Unassigned @ 05/12/2023 1653 0 .
¢ Sl ngl.e h U b fOr a“. Related Incidents

Toe o ot D e
Mo related cases.

Respond - (Data Breach - Individual Notifications)

breach/incident information as
well as a single auditable
system of record

Open Cases by Type Open Cases by Owner

* Support other requirements,
like GDPR DSAR process

 Measure efficiency of response
DrOCEesSses
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~0

‘Ownership Time by Incident Type

MTT Respond by Severlty




Thank you

IBM Security

© 2023 International Business Machines Corporation
IBM and the IBM logo are trademarks of IBM
Corporation, registered in many jurisdictions
worldwide. Other product and service names might be
trademarks of IBM or other companies. A current list
of IBM trademarks is available on
iIbm.com/trademark. This document is current as of
the initial date of publication and may be changed by
IBM at any time. Statements regarding IBM’s future
direction and intent are subject to change or
withdrawal without notice, and represent goals and
objectives only. THIS DOCUMENT IS DISTRIBUTED
“AS IS” WITHOUT ANY WARRANTY, EITHER EXPRESS
OR IMPLIED. IN NO EVENT, SHALL IBM BE LIABLE
FOR ANY DAMAGE ARISING FROM THE USE OF THIS
INFORMATION, INCLUDING BUT NOT LIMITED TO,
LOSS OF DATA, BUSINESS INTERRUPTION, LOSS OF
PROFIT OR LOSS OF OPPORTUNITY. Client examples
are presented as illustrations of how those clients
have used IBM products and the results they may
have achieved. Actual performance, cost, savings or
other results in other operating environments may
vary. Not all offerings are available in every country in
which IBM operates. It is the user’s responsibility to
evaluate and verify the operation of any other
products or programs with IBM products and
programs. The client is responsible for ensuring
compliance with laws and regulations applicable to it.
IBM does not provide legal advice or represent or
warrant that its services or products will ensure that
the client is in compliance with any law or regulation.



_-..



	Default Section
	Slide 1
	Slide 2: Framework for Threat Detection and Incident Response
	Slide 3: 1 – Leverage Automation, AI and ML to provide immediate understanding of what’s going on 
	Slide 4: 1 – Leverage Automation, AI and ML to provide immediate understanding of what’s going on 
	Slide 5: 1 – Leverage Automation, AI and ML to provide immediate understanding of what’s going on 
	Slide 6: 1 – Leverage Automation, AI and ML to provide immediate understanding of what’s going on 
	Slide 7: 2 – Orchestrate tech & business activities to resolve incident 
	Slide 8: 3 – Inject activities dictated by regulations (ie: data privacy)
	Slide 9
	Slide 10


