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AI vs AI - Two sides of Cyber Security &  AI

AI

AI

Leveraging
Adversarial AI
to defeat protections

and steal or influence AI

Countering 
Adversarial AI

to fortify AI to withstand 
adversarial environments

AI-powered
Defenses

to proactively protect and 
disable AI-powered attacks

AI-powered
Attacks

to strengthen attacks 
and evade detection
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Protect Detect Respond

AI brings speed and accuracy so we can…

Proactively Protect Respond faster

Security solutions help …

But security professionals struggle with
too much data, too few skills, too little time

More accurately Detect

… and lower costs of security operations



Defender’s Use of AI in Security
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Proactively Protect More Accurately Detect Accelerate Response

Key security 
challenges?

- Track high-value assets and information flow in 
the enterprise

- Continuously evaluate risk posture to flag and 
remediate business impacts

- Enforce policy controls to stop the intrusion, 
data loss, and business disruption

- Anomalous activity based on correlated  
telemetry from all systems & intelligence

- Smarter attacks that leverage AI to evade the 
current generation of security controls

- Increased attack surface & alert volume due to 
cloud and 5G

- Prioritize incidents and automate forensic 
activity with the context of business risk. 

- Build best practices workflows & actions 
based on decision-making ability

- Automated interactions with the distributed 
environment to mitigate incidents

How AI/ML 
can address 
security 
challenges?

- Enhanced data classification based on NLP 
techniques & deep learning

- Multi-dimensional risk scoring for 
prioritization & continuous compliance 

- Automatic drift detection & policy provisioning 
with role mining techniques

- Continuous ML & anomaly detection (Modeling 
Behavioral data, Cognitive Phishing Detection)

- Corroboration of threat kinetics and threat 
detection (Correlation)

- Unsupervised ML, automated rule analysis, 
effective detection & recommendations 

- Supervised ML based analysis for threat 
disposition

- Graph-based analytics to investigate alerts 
and collaborative threat hunting

- Decision support engine to compose 
automation rules and protection policies 

IBM Security 
offerings

- X-Force, Cloud Identity, Guardium, Trusteer - QRadar UBA, Guardium, Trusteer, X-Force, CP4S 
(TII, DE)

- CP4S, MSS ATDS, QRadar Watson Advisor, 
MaaS 360, Resilient

Integrated Threat Mgmt. to isolate threats and 
reduce false positives

Respond 8x faster with out of the box 
playbooks; integration with Ansible

Reduce IAM complexity with 
Analytics & Risk driven approach



AI for managing Cybersecurity threats

Active Defense

Threat Detection

Trusted Advisors
Reason about security events 
for triage and response

Model behaviors and identify 
emerging and past threats

Shift risk to adversaries and 
manipulate decision making
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AI for managing Cybersecurity threats

Active Defense

Threat Detection

Trusted Advisors
Reason about security events 
for triage and response

Model behaviors and identify 
emerging and past threats

Shift risk to adversaries and 
manipulate decision making

Infected machine Malicious operator

Big data
problem

Periodicities at multiple time scales

Millions Terabytes Billions
distinct source/

destination ID pairs
of compressed 
data to process

event
records

3 hrs

7-8 sReality

Complicated behaviors

Stealthy beaconing behavior detection



AI for managing Cybersecurity threats

Active Defense

Threat Detection

Trusted Advisors
Reason about security events 
for triage and response

Model behaviors and identify 
emerging and past threats

Shift risk to adversaries and 
manipulate decision making

Help the Security Operation Center (SOC) teams

Future AI SOC

Alert/incident criticality:

Traditional SOC

Alerts the SOC 
team is able to 

cope with today.
(weakly prioritized)

AI-powered 
reprioritization 
of alerts by 
criticality.Handle more alerts with cognitive 

enrichment & advice.



Example: Trusted Advisor for Cyber Offenses 
Evidence-based Reasoning and Cognitive Exploration 

Offense

Offense Context

Device activities

Knowledge graphEquivalency 
relationships

Unstructured
sources

Structured
sources

A

Offense Context
Local Kinetics and Event Data

Security Knowledge
Security and Threat Information

QRadar

Offense Context Graph Security Knowledge Graph

V

A
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AI for managing Cybersecurity threats

Active Defense

Threat Detection

Trusted Advisors
Reason about security events 
for triage and response

Model behaviors and identify 
emerging and past threats

Shift risk to adversaries and 
manipulate decision making

Cyber Deception Stack
non-intrusive, dynamic threat sensors for offensive deterrence

(traps, misdirection, disinformation, and uncertainty)

Network

Deception routing
(transparent injection of network decoys)

Applications

Honey-patching sensors
(patch and weaponize production services)

Endpoints

Service projection 
(overlay honey services atop endpoints)

Operating System

Scarecrows
(make legitimate systems look fake)
Operating System

Decoy filesystem and breadcrumbs 
(ransomware, rootkits, and data theft protection)

12/4/20



AI vs AI - Two sides of Cyber Security &  AI

AI

AI

Leveraging
Adversarial AI
to defeat protections

and steal or influence AI

Countering 
Adversarial AI

to fortify AI to withstand 
adversarial environments

AI-powered
Defenses

to proactively protect and 
disable AI-powered attacks

AI-powered
Attacks

to strengthen attacks 
and evade detection



ARTIFICIAL INTELLIGENCE
Attack tools get smarter

AI-powered malware
Deeplocker

Adversarial AI 
Corrupting, stealing data and 
models from AI Services, e.g., 
Microsoft Tay chatbot

CLOUD
Attack surface gets bigger

Cloud on Cloud Attacks
Microsoft Azure Attacks, AWS S3 
Bucket Misconfigurations

Micro-architectural flaws
Spectre, Meltdown and 
Foreshadow

IoT
Attack targets get physical

Insecure Internet-Connected 
Devices 
Jeep on the Sprint Network

Consumer IoT Devices4
BlackEnergy malware attacked 3 
Ukraine power plants leaving 230K 
people without power, baby 
monitors infected by Mirai botnet 
led to attacks on Dyn and Netflix

AUTOMATION
Attack campaigns get faster

Devastating malware 
Ransomware like Wannacry, 
NotPetya

Dangers of increased automation
Flash crash in high frequency 
trading based on automated 
Twitter ingestion of fake news

New attacks use disruptive technology with devastating results
Attackers are the first to exploit new technologies to launch sophisticated attacks at scale



• Generate: DeepHack tool learned SQL 
injection

• Automate: Generate targeted 
phishing attacks on Twitter 

• Refine: Neural network powered 
password crackers

• Evade: Generative adversarial 
networks learn novel steganographic 
channels

Attackers are using AI to defeat cybersecurity

AI Powered Attacks Attacking AI Theft of AI

• Poison: Microsoft Tay chatbot 
poisoning via Twitter (and Watson 
Urban Dictionary “poisoning”) 

• Evade: Real-world attacks on 
computer vision for facial recognition 
biometrics and autonomous vehicles

• Harden: Genetic algorithms and 
reinforcement learning (OpenAI Gym) 
to evade malware detectors

• Theft: Stealing machine learning 
models via public APIs 

• Transferability: Practical black-box 
attacks learn surrogate models for 
transfer attacks

• Privacy: Model inversion attacks steal 
training data

(a) (b) (c) (d)

Figure 4: Examples of successful impersonation and dodging attacks. Fig. (a) shows S
A

(top) and S
B

(bottom) dodging
against DNN

B

. Fig. (b)–(d) show impersonations. Impersonators carrying out the attack are shown in the top row and
corresponding impersonation targets in the bottom row. Fig. (b) shows S

A

impersonating Milla Jovovich (by Georges Biard
/ CC BY-SA / cropped from https://goo.gl/GlsWlC); (c) S

B

impersonating S
C

; and (d) S
C

impersonating Carson Daly (by
Anthony Quintano / CC BY / cropped from https://goo.gl/VfnDct).

Figure 5: The eyeglass frames used by S
C

for dodging recog-
nition against DNN

B

.

postors) never occurs, while true acceptance remains high.
Following a similar procedure, we found that a threshold of
0.90 achieved a reasonable tradeo↵ between security and us-
ability for DNN

C

; the true acceptance rate became 92.01%
and the false acceptance rate became 4e�3. Attempting
to decrease the false acceptance rate to 0 reduced the true
acceptance rate to 41.42%, making the FRS unusable.

Using thresholds changes the definition of successful im-
personation: to successfully impersonate the target t, the
probability assigned to c

t

must exceed the threshold. Eval-
uating the previous impersonation attempts under this def-
inition, we found that success rates generally decreased but
remained high enough for the impersonations to be consid-
ered a real threat (see Table 2). For example, S

B

’s success
rate when attempting to fool DNN

B

and impersonate S
C

decreased from 88.00% without threshold to 75.00% when
using a threshold.

Time Complexity The DNNs we use in this work are
large, e.g., the number of connections in DNN

B

, the small-
est DNN, is about 3.86e8. Thus, the main overhead when
solving the optimization problem via GD is computing the
derivatives of the DNNs with respect to the input images.
For N

I

images used in the optimizations and N
C

connec-
tions in the DNN, the time complexity of each GD iteration
is O(N

I

⇤N
C

). In practice, when using about 30 images, one
iteration of GD on a MacBook Pro (equipped with 16GB of
memory and a 2.2GHz Intel i7 CPU) takes about 52.72 sec-
onds. Hence, running the optimization up to 300 iterations
may take about 4.39 hours.

6. EXTENSION TO BLACK-BOX MODELS
So far we have examined attacks where the adversary has

access to the model she is trying to deceive. In general,
previous work on fooling ML systems has assumed knowl-
edge of the architecture of the system (see Sec. 2). In this
section we demonstrate how similar attacks can be applied
in a black-box scenario. In such a scenario, the adversary
would typically have access only to an oracle O which out-
puts a result for a given input and allows a limited number of
queries. The threat model we consider here is one in which
the adversary has access only to the oracle.
We next briefly describe a commercial FRS that we use in

our experiments (Sec. 6.1), and then describe and evaluate
preliminary attempts to carry out impersonation attacks in
a black-box setting (Sec. 6.2–6.3).

6.1 Face++: A Commercial FRS
Face++ is a cross-platform commercial state-of-the-art

FRS that is widely used by applications for facial recog-
nition, detection, tracking, and analysis [46]. It has been
shown to achieve accuracy over 97.3% on LFW [8]. Face++
allows users to upload training images and labels and trains
an FRS that can be queried by applications. Given an im-
age, the output from Face++ is the top three most proba-
ble classes of the image along with their confidence scores.
Face++ is marketed as“face recognition in the cloud.” Users
have no access to the internals of the training process and
the model used, nor even to a precise explanation of the
meaning of the confidence scores. Face++ is rate-limited to
50,000 free queries per month per user.
To train the Face++ model, we used the same training

data used for DNN
B

in Sec. 4.1 to create a 10-class FRS.

6.2 Impersonation Attacks on Face++
The goal of our black-box attack is for an adversary to

alter an image to which she has access so that it is mis-
classified. We attempted dodging attacks with randomly
colored glasses and found that it worked immediately for
several images. Therefore, in this section we focus on the
problem of impersonation from a given source to a target .
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postors) never occurs, while true acceptance remains high.
Following a similar procedure, we found that a threshold of
0.90 achieved a reasonable tradeo↵ between security and us-
ability for DNN

C

; the true acceptance rate became 92.01%
and the false acceptance rate became 4e�3. Attempting
to decrease the false acceptance rate to 0 reduced the true
acceptance rate to 41.42%, making the FRS unusable.

Using thresholds changes the definition of successful im-
personation: to successfully impersonate the target t, the
probability assigned to c

t

must exceed the threshold. Eval-
uating the previous impersonation attempts under this def-
inition, we found that success rates generally decreased but
remained high enough for the impersonations to be consid-
ered a real threat (see Table 2). For example, S

B

’s success
rate when attempting to fool DNN

B

and impersonate S
C

decreased from 88.00% without threshold to 75.00% when
using a threshold.

Time Complexity The DNNs we use in this work are
large, e.g., the number of connections in DNN

B

, the small-
est DNN, is about 3.86e8. Thus, the main overhead when
solving the optimization problem via GD is computing the
derivatives of the DNNs with respect to the input images.
For N

I

images used in the optimizations and N
C

connec-
tions in the DNN, the time complexity of each GD iteration
is O(N

I

⇤N
C

). In practice, when using about 30 images, one
iteration of GD on a MacBook Pro (equipped with 16GB of
memory and a 2.2GHz Intel i7 CPU) takes about 52.72 sec-
onds. Hence, running the optimization up to 300 iterations
may take about 4.39 hours.

6. EXTENSION TO BLACK-BOX MODELS
So far we have examined attacks where the adversary has

access to the model she is trying to deceive. In general,
previous work on fooling ML systems has assumed knowl-
edge of the architecture of the system (see Sec. 2). In this
section we demonstrate how similar attacks can be applied
in a black-box scenario. In such a scenario, the adversary
would typically have access only to an oracle O which out-
puts a result for a given input and allows a limited number of
queries. The threat model we consider here is one in which
the adversary has access only to the oracle.
We next briefly describe a commercial FRS that we use in

our experiments (Sec. 6.1), and then describe and evaluate
preliminary attempts to carry out impersonation attacks in
a black-box setting (Sec. 6.2–6.3).

6.1 Face++: A Commercial FRS
Face++ is a cross-platform commercial state-of-the-art

FRS that is widely used by applications for facial recog-
nition, detection, tracking, and analysis [46]. It has been
shown to achieve accuracy over 97.3% on LFW [8]. Face++
allows users to upload training images and labels and trains
an FRS that can be queried by applications. Given an im-
age, the output from Face++ is the top three most proba-
ble classes of the image along with their confidence scores.
Face++ is marketed as“face recognition in the cloud.” Users
have no access to the internals of the training process and
the model used, nor even to a precise explanation of the
meaning of the confidence scores. Face++ is rate-limited to
50,000 free queries per month per user.
To train the Face++ model, we used the same training

data used for DNN
B

in Sec. 4.1 to create a 10-class FRS.

6.2 Impersonation Attacks on Face++
The goal of our black-box attack is for an adversary to

alter an image to which she has access so that it is mis-
classified. We attempted dodging attacks with randomly
colored glasses and found that it worked immediately for
several images. Therefore, in this section we focus on the
problem of impersonation from a given source to a target .

Figure 1: An image recovered using a new model in-

version attack (left) and a training set image of the

victim (right). The attacker is given only the per-

son’s name and access to a facial recognition system

that returns a class confidence score.

Consider a model defining a function f that takes input a
feature vector x1, . . . ,xd for some feature dimension d and
outputs a prediction y = f(x1, . . . ,xd). In the model in-
version attack of Fredrikson et al. [13], an adversarial client
uses black-box access to f to infer a sensitive feature, say
x1, given some knowledge about the other features and the
dependent value y, error statistics regarding the model, and
marginal priors for individual variables. Their algorithm is
a maximum a posteriori (MAP) estimator that picks the
value for x1 which maximizes the probability of having ob-
served the known values (under some seemingly reasonable
independence assumptions). To do so, however, requires
computing f(x1, . . . ,xd) for every possible value of x1 (and
any other unknown features). This limits its applicability
to settings where x1 takes on only a limited set of possible
values.
Our first contribution is evaluating their MAP estima-

tor in a new context. We perform a case study showing
that it provides only limited e↵ectiveness in estimating sen-
sitive features (marital infidelity and pornographic viewing
habits) in decision-tree models currently hosted on BigML’s
model gallery [4]. In particular the false positive rate is too
high: our experiments show that the Fredrikson et al. algo-
rithm would incorrectly conclude, for example, that a per-
son (known to be in the training set) watched pornographic
videos in the past year almost 60% of the time. This might
suggest that inversion is not a significant risk, but in fact we
show new attacks that can significantly improve inversion
e�cacy.

White-box decision tree attacks. Investigating the ac-
tual data available via the BigML service APIs, one sees that
model descriptions include more information than leveraged
in the black-box attack. In particular, they provide the
count of instances from the training set that match each
path in the decision tree. Dividing by the total number of
instances gives a confidence in the classification. While a
priori this additional information may seem innocuous, we
show that it can in fact be exploited.
We give a new MAP estimator that uses the confidence

information in the white-box setting to infer sensitive in-
formation with no false positives when tested against two
di↵erent BigML decision tree models. This high precision
holds for target subjects who are known to be in the training
data, while the estimator’s precision is significantly worse
for those not in the training data set. This demonstrates
that publishing these models poses a privacy risk for those
contributing to the training data.

Our new estimator, as well as the Fredrikson et al. one,
query or run predictions a number of times that is linear
in the number of possible values of the target sensitive fea-
ture(s). Thus they do not extend to settings where features
have exponentially large domains, or when we want to invert
a large number of features from small domains.

Extracting faces from neural networks. An example
of a tricky setting with large-dimension, large-domain data
is facial recognition: features are vectors of floating-point
pixel data. In theory, a solution to this large-domain in-
version problem might enable, for example, an attacker to
use a facial recognition API to recover an image of a person
given just their name (the class label). Of course this would
seem impossible in the black-box setting if the API returns
answers to queries that are just a class label. Inspecting fa-
cial recognition APIs, it turns out that it is common to give
floating-point confidence measures along with the class label
(person’s name). This enables us to craft attacks that cast
the inversion task as an optimization problem: find the input
that maximizes the returned confidence, subject to the clas-
sification also matching the target. We give an algorithm for
solving this problem that uses gradient descent along with
modifications specific to this domain. It is e�cient, despite
the exponentially large search space: reconstruction com-
pletes in as few as 1.4 seconds in many cases, and in 10–20
minutes for more complex models in the white-box setting.
We apply this attack to a number of typical neural network-

style facial recognition algorithms, including a softmax clas-
sifier, a multilayer perceptron, and a stacked denoising auto-
encoder. As can be seen in Figure 1, the recovered image
is not perfect. To quantify e�cacy, we perform experiments
using Amazon’s Mechanical Turk to see if humans can use
the recovered image to correctly pick the target person out of
a line up. Skilled humans (defined in Section 5) can correctly
do so for the softmax classifier with close to 95% accuracy
(average performance across all workers is above 80%). The
results are worse for the other two algorithms, but still beat
random guessing by a large amount. We also investigate re-
lated attacks in the facial recognition setting, such as using
model inversion to help identify a person given a blurred-out
picture of their face.

Countermeasures. We provide a preliminary exploration
of countermeasures. We show empirically that simple mech-
anisms including taking sensitive features into account while
using training decision trees and rounding reported confi-
dence values can drastically reduce the e↵ectiveness of our
attacks. We have not yet evaluated whether MI attacks
might be adapted to these countermeasures, and this sug-
gests the need for future research on MI-resistant ML.

Summary. We explore privacy issues in ML APIs, showing
that confidence information can be exploited by adversar-
ial clients in order to mount model inversion attacks. We
provide new model inversion algorithms that can be used
to infer sensitive features from decision trees hosted on ML
services, or to extract images of training subjects from facial
recognition models. We evaluate these attacks on real data,
and show that models trained over datasets involving survey
respondents pose significant risks to feature confidentiality,
and that recognizable images of people’s faces can be ex-
tracted from facial recognition models. We evaluate prelim-
inary countermeasures that mitigate the attacks we develop,
and might help prevent future attacks.

Atari Breakout

Nolan Bushnell, Steve Wozniak, Steve Bristow

Inspired by Atari Pong

"A lot of features of the Apple II went in 
because I had designed Breakout for Atari” 

(The Woz)

Game
• Bouncing ball + rows of bricks
• Manipulate paddle (left, right)
• Reward for eliminating each brick
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IBM AI Fairness 360 IBM AI Explainability 360 IBM Adversarial Robustness 360
aif360.mybluemix.net aix360.mybluemix.net art-demo.mybluemix.net

open source toolkit for defending AI 
from attacks
• Supports 10+ frameworks
• 19 composable and modular attacks 

(including adaptive white- and black-box)
• 10 defenses, including detection of 

adversarial samples and poisoning attacks
• Robustness metrics, certifications and 

verifications
• 30 notebooks covering attacks and 

defenses 

open source toolkit for explaining ML 
models & data
• 10 explainability algorithms
• Interactive demo showing 3 algorithms in 

credit scoring application
• 13 tutorial notebooks covering use cases 

in finance, healthcare, lifestyle, 
retention, etc.

• Extensive documentation and taxonomy 
of explainability algorithms

open source toolkit for detecting & 
mitigating bias in ML models:
• 70+ fairness metrics
• 10 bias mitigators
• Interactive demo illustrating 5 bias 

metrics and 4 bias mitigators
• extensive industry tutorials and 

notebooks



Learn more on this topic
- Artificial intelligence for a smarter kind of cybersecurity
https://www.ibm.com/security/artificial-intelligence

- “Artificial Intelligence and Cybersecurity For Dummies, IBM Limited Edition”
https://www.ibm.com/account/reg/signup?formid=urx-31245

- Security and Artificial Intelligence FAQ
https://www.ibm.com/downloads/cas/ZQROXRBK

- Cost of a Data Breach Report: Impact of automation and AI
https://www.ibm.com/account/reg/signup?formid=urx-46355

https://www.ibm.com/security/artificial-intelligence
https://www.ibm.com/account/reg/signup?formid=urx-31245
https://www.ibm.com/downloads/cas/ZQROXRBK
https://www.ibm.com/account/reg/signup?formid=urx-46355
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Data is sprawling 
everywhere, making it hard 
to protect and govern

Expanding data footprint across 
hybrid multi-clouds increase 
attack surface, resulting in a 
host of new data security, 
privacy & compliance 
challenges

Issues are compounded by: 
§ Digital transformation
§ Need to leverage data for 

new business value 
§ Ever growing data volumes
§ Growing privacy and 

compliance mandates

Structured & unstructured data across 
on-premises, public & private cloud

environments

• Databases
• Open source DB
• Big data 

• Files
• Containers
• Mainframe

Hybrid multicloud
data & infrastructure

Data
privacy

Audit &
compliance

Vulnerability
Management

Threat detection 
& remediation 

Reporting

Data
analytics

Data
retention

Industry
regulations

Data
Protection
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Proactively Protect More Accurately Detect Accelerate Response

Key security 
challenges?

- Track high-value assets and information flow in 
the enterprise

- Continuously evaluate risk posture to flag and 
remediate business impacts

- Enforce policy controls to stop the intrusion, 
data loss, and business disruption

- Anomalous activity based on correlated  
telemetry from all systems & intelligence

- Smarter attacks that leverage AI to evade the 
current generation of security controls

- Increased attack surface & alert volume due to 
cloud and 5G

- Prioritize incidents and automate forensic 
activity with the context of business risk. 

- Build best practices workflows & actions 
based on decision-making ability

- Automated interactions with the distributed 
environment to mitigate incidents

How AI/ML 
can address 
security 
challenges?

- Enhanced data classification based on NLP 
techniques & deep learning

- Multi-dimensional risk scoring for 
prioritization & continuous compliance 

- Automatic drift detection & policy provisioning 
with role mining techniques

- Continuous ML & anomaly detection (Modeling 
Behavioral data, Cognitive Phishing Detection)

- Corroboration of threat kinetics and threat 
detection (Correlation)

- Unsupervised ML, automated rule analysis, 
effective detection & recommendations 

- Supervised ML based analysis for threat 
disposition

- Graph-based analytics to investigate alerts 
and collaborative threat hunting

- Decision support engine to compose 
automation rules and protection policies 

IBM Security 
offerings

- X-Force, Cloud Identity, Guardium, Trusteer - QRadar UBA, Guardium, Trusteer, X-Force, CP4S 
(TII, DE)

- CP4S, MSS ATDS, QRadar Watson Advisor, 
MaaS 360, Resilient

Integrated Threat Mgmt. to isolate threats and 
reduce false positives

Respond 8x faster with out of the box 
playbooks; integration with Ansible

Reduce IAM complexity with 
Analytics & Risk driven approach



Examples of ML/AI to Protect digital assets (data)
Respond (Act)Detect (Understand)Protect (Assess)

Application (e.g., Guardium Activity Insights)

Scan for PII

Classify for 
business 
categories

Client Data
• {PII, Location}

• Topic Categories

• Summary Statistics

Data Classification Toolkit

Client Applications

Risk 
Assessment

Advanced 
Search

Masking and 
Redaction

Data 
Protection

Compliance
Management

PII 
Extractors

Topic/PII Classification

Trainer Classifiers

Syslogs Meta Data 
(classifiers)

Data Flow AnalysisData Risk Scoring

R
ea

l T
im

e 
Pr

iv
ac

y 
R

is
ks

Multidimensional
risk model

Privacy 
knowledge graph

Risk / Exposures
- Heat map
- Multidimensional
- Continuous

Visibility
- Residency
- Relationships
- Flows

risk models

UDS

policies assets

accesses
findings

metadata

Buffalo DRM IAM

TIS Other

Data classification 

Data flow and risk  analysis

Sequence-based Predictive Analytics 
Risk based Certification

User / Data Access Enforcement 

Hello…

Come on in!

Nice!!!

User is on her enrolled phone 
which is not jail broken or rooted, 
She is connecting from the usual 
region with no signs of malware 
and her activity is in a low 
business-risk area. 

Outlier Detection



Active Threat Analytics Flow

Outliers

Threat 
Diagnostics

Threat Finder

Active 
Threat 

Analytics

Data leak
Denial of service 
Account take-over
Schema tempering
Data tempering
Anomaly
Massive grants

SQL injection
Malicious stored procedure
Suspicious use of new grants

Cross-Site Scripting (XSS)
OS Command Injection
SQL Injection - Denial Of Service
SQL Injection - Side channel
SQL Injection – Tautology



Learn more on this topic
- Artificial intelligence for a smarter kind of cybersecurity
https://www.ibm.com/security/artificial-intelligence

- “Artificial Intelligence and Cybersecurity For Dummies, IBM Limited Edition”
https://www.ibm.com/account/reg/signup?formid=urx-31245

- Security and Artificial Intelligence FAQ
https://www.ibm.com/downloads/cas/ZQROXRBK

- Cost of a Data Breach Report: Impact of automation and AI
https://www.ibm.com/account/reg/signup?formid=urx-46355

https://www.ibm.com/security/artificial-intelligence
https://www.ibm.com/account/reg/signup?formid=urx-31245
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AI to protect users

Digital identity is at the center of all of our 
lives
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Vincenzo Conti
Security Services Delivery 
Manager, Italy
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Artificial Intelligence and Machine Learning 
applied to Cyber Security
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How do you know it’s really your customer or 
employee?

$6.5 billion to $7 billion in annual 
account takeover losses

How do you know your new customer is not a fraudster 
who stole someone’s identity?

More than $3 billion lost per 
year to new account fraud

How can you make authentication as painless as 
possible for your customers, while keeping bad actors 
out?

US businesses lose more than 
$62 billion annually due to poor 
customer experience.

How can you prevent fraudsters from gaining access and 
control of customer or employee credentials?

More than 15 billion stolen 
credentials posted on the dark 
web



Uncontrolled devices

Uncontrolled connections

Uncontrolled behavior

Partially controlled devices (at best….)

Partially controlled connections 
(WIFI, VPN)

Partially controlled behavior

Employees on home PC/WIFI

Employees on Trusted VPN

Mobile employees on 
managed devices

Employees on premise

Does identity risk detection apply to your users?

Employees

Remote 
Workforce,
On-off job 
employees

Customers
External 

contractors, 
partners & 

agents

Outside the 
network 

(Internet)

Internal network



Inspecting a 
wide range of 
identity risks

IBM Security / © 2020 IBM Corporation

Passive Behavior
User typing, 

mouse 
movement and 

journey analysis 

Device
Device 

fingerprint and 
hygiene

Anomaly 
Detection
User’s current and 
historical activity

Environment 
Network 

Connection
Connection 

type/risk

Fraud Patterns
Distinct fraud 
identifiers

Consortium Data
Tagged good/bad 
attributes

What How 

Digital
Identity 

Risk
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Account 
takeover fraud

Risk-based 
authentication 

and 
passwordless

Bill pay, 
P2P payment 

fraud

Card-free 
ATM fraud

New account 
fraud

Digital identity 
insights

Solutions
for

Identity analytics service: Identity insights + fraud/business challenge >> Digital identity solutions

Behavioral 
biometrics 
anomalies

Behavioral 
fraudster 
patterns

Geo location & 
ISP detection

Device 
fingerprint 
& history

Device 
spoofing 
detection

Malware 
detection

Virtual 
machine 
detection

Mobile 
device 

hygiene

Navigation 
pattern 

anomalies

RAT 
detection

Bot 
detection

and more…

Phishing 
detection

Phone # 
reputation

Email 
address 

reputation

Digital 
identity 
insights &
micro-
services

Emulator 
detection

Security Research Service:  Raw Data + Threat Analysis >> Identity Insights

Mobile # 
intelligence

Mouse 

dynamics

Keyboard dynamics

Connection 

information
Browser information

HTML 
analysis

Phishing 

intelligence

Email 

intelligence

Mobile OS 
information

Device 

characteristics
Mobile  dynamics

Additional 
attributesTime  

indicators

Raw 
data 
elements

Touch
   

dyn
am

ics



Learn more on this topic
- Artificial intelligence for a smarter kind of cybersecurity
https://www.ibm.com/security/artificial-intelligence

- “Artificial Intelligence and Cybersecurity For Dummies, IBM Limited Edition”
https://www.ibm.com/account/reg/signup?formid=urx-31245

- Security and Artificial Intelligence FAQ
https://www.ibm.com/downloads/cas/ZQROXRBK

- Cost of a Data Breach Report: Impact of automation and AI
https://www.ibm.com/account/reg/signup?formid=urx-46355

https://www.ibm.com/security/artificial-intelligence
https://www.ibm.com/account/reg/signup?formid=urx-31245
https://www.ibm.com/downloads/cas/ZQROXRBK
https://www.ibm.com/account/reg/signup?formid=urx-46355
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