
©.Cleafy 2020 - All Rights Reserved 

LE ATTIVITÀ DI 
INTELLIGENCE A SUPPORTO 
DELLA CYBER SECURITY
Presentazione del 2° Threat Landscape Scenario 
a cura del CERTFin



©.Cleafy 2020 - All Rights Reserved

Primo Semestre 2020
JAN FEB MAR APR MAY JUN

COVID -19 NATIONAL LOCKDOWN

MALWARE MOBILE

MALWARE WORKSTATION

SOCIAL ENGINEERING

C
O

RP
O

RA
TE

 B
A

N
K

RE
TA

IL
 B

A
N

K

CERBERUS V2

NEW VERSION 
OF THE MALWARE

SWAP IBAN (ATS)  

EVOLUTION OF 
THE TECHNIQUE

SWAP SIM

PHISHING
SMISHING

SPIKE IN THE 
CAMPAIGNS’ VOLUME



©.Cleafy 2020 - All Rights Reserved

JUL AUG SEP OCT NOV DEC

C
O

RP
O

RA
TE

 B
A

N
K

RE
TA

IL
 B

A
N

K

SMS STEALERS

Secondo Semestre 2020

CERBERUS
V1 – V2 

GOZI/ISFB + 
CERBERUS V2/Alien

JOINT TECHNIQUES

0-DAY MALWARE 
INFECTIONS

SIM SWAP

DECREASING OF 
TECHNIQUE USAGE

MALWARE MOBILE

MALWARE WORKSTATION

SOCIAL ENGINEERING

MALWARE CODE 
LEAKED 



©.Cleafy 2020 - All Rights Reserved

JUL AUG SEP OCT NOV DEC

C
O

RP
O

RA
TE

 B
A

N
K

RE
TA

IL
 B

A
N

K

SMS STEALERS

Previsioni 2021

CERBERUS
V1 – V2 

GOZI/ISFB + 
CERBERUS V2/Alien

MALWARE MOBILE

MALWARE WORKSTATION

0-DAY MALWARE 
INFECTIONS

SIM SWAP

DECREASING OF 
TECHNIQUE USAGE

MALWARE CODE 
LEAKED 

SOCIAL ENGINEERING

JOINT TECHNIQUES



©.Cleafy 2020 - All Rights Reserved 

Grazie
info@cleafy.com


